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Attack Timeline = Overview 12 |
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11/4/19
Test code 12/17/20
injection ends 6/4/20 US-CERT alert issued
TA removes malware
from build VMs 12/15/20
SWI releases software fix
9/12/19 3/26/20
TA injects test code Hotfix 5 DLL 12/14/20
and begins trial run available to SWi files 8K and
customers notifies shareholders
and customers
9/4/19 | 12/12/20
Threat Actor SUNBURST SolarWinds
(TA) accessed compiled and notified Investigation
SolarWinds deployed of SUNBURST ongoing

All events, dates, and times approxamate and subject to change; pending completed investigation.

SolarWinds SUNBURST attack timeline, according to January 11, 2021, SolarWinds blog
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[중국] 181015 “애플·아마존 서버에 중국 스파이칩”…기밀 수집_뉴스A.mp4
[중국] 181015 “애플·아마존 서버에 중국 스파이칩”…기밀 수집_뉴스A.mp4
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